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Dear Secretary, 


DO No. 12(04)/20T4-C.OA(J J L4j 
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1. Ik.. OI lice c.)l C . t.A has hern set up under the I nTo rrn a lion 
'Technology (IT) Act, dOOO in lueililate the Rlc*lroiiic Siniakov 
environment amcJ the functions of Conilying Authorities (CA). More 
lj ' iin 4U * haU-Fj ni-iml Signal lire Cerliricatcs (DSC) have been issued by 
d.K or (,/\s. Mk.'sc UbU; are being used in a number of applications 
i ueiudii it* ken I ! hue tiross -SettlementSystem (V. Si ruelurcd Finan.oial 
Messaging Sysnuu u! lhe I\M1, filing -of ‘‘company returns with the 
fvl.-imsfiv o! borpornic Allairs, tiling of .-Inennui 'Pas. returns, issue of 
iiuooi i./expurf iucuscs by 0(1 i”!\ el Yooi iremenk share i rading and by 
‘he booking Avails ibr Indian Raiiwnys among others. 


•'or obtaining 


i )yj' 


person s laenuty venheabon is <\ 
ti iai ut..i luiy i eaj Liii euieni.. I he venheauon process is currently paper-- 
based* which is an impediment m sealing up l he usage of lhis facility 
10:1 hnyr segment of the populuUon. Moreover, requirement of a FIPS 
f.ompjiani lokoii lor general ioii oi signal Lire.:-; \:\ also a lengthy process. 
a simple, to usn online service is required to allow .everyone to have, the 
ability to elicit ally sign electronic documents. 


cSigu is an online service lliai. can he inlcgrulcd wilhin various 
sci vice delivery applications i.n laeiiilale digilally signing a docume.nl 
by an And I mar holder, h is designed Ibr applying Digilal Signature 
using m.nhcnliealion of consumer through Aadhaar auihenticalion 
and e-KS'C.. .services I he key generation and document signing is an 
integral pari of l.hc single process. 

•'•I. I he cSign Service is proposed lo be launched in near fulun:. 
Ibis is expected (o rcstili in a (jiiaalum leap in Lhc way citizens 
inh ktei with l.hc f lovorninent lor availing eCiovernance Services. • 

^ rn l?.V fl! tlu; brochure i.lmi lias been ’prepared in (his regard is 
•'i ‘netted ibr your information. Further details of (he service can be 
.vrated at hfL]j: / /Vca.gny.in/esig11 . 
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, , rt ,, u(; „ yu u 10 consider inlegmUon of eSiRr, into *PP ll ^“ 

;; rll J ( > Xndy operoUonal or in Lhc pipeline in 
Any query on lvh%n 

C ( > rv t.t*^l 1 e c^l" : xjjrt ; t a ew.. . 3 ins ci<4ii3PMJ L -~ ; ~ 

VVil.li rei'imls, 

Yours sincerely, 

(RS yliarma) 




I':’ru:l: As above. 
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GovriinmonJ t.)i IikIm 

' i.V'vtif t'-oi'i i,i luoitv-ilirjris ft Inlumi.-jlion •|sc.riiMj|„. 4 ,. 
I or K ft lulonufthon I ec.hnolugy 
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Signal tire S o r v i c. c 


lutmthiciioii 

IZT '!' |X, SWmi1 | lgil; :' si8 " a,ure rw l uires l' crscm '' : idtl, l'iy verification and issuance of USD dongle. huvi..,. 

,o - .. . .. ..- *» 

The- e.Si^ii Set-viee 

u» lacililnt' diidnlir?, C "“! ?! ** . wi,l,in various vkr^delivcry applications via amoften API 

- 1 /' ^ document hy uu /\;idhnar holder. II.is designed for upplyinu Dmiuil Si»inluiv 

»'«—»II..™,el, Aadl.i.nr Yf; W ’ ' 


S'AVV. COSt Hlici UMIC 

ini|mivi* user convenience 

ifmsy in upply Oi^icnl .Si*»jnwm*c 

V'eriTijiblt* Sijiii;iiiji*c.s- h iu! Sij»nnlory 
Le^iHy r(TOj»niu , <l 

11 ;i »*t'.fI by i .ic.eu.veif C''A.s 
Privacy coiicenih iiHbressed 
Simple Sio mil me. vorilkniiun 
•Slt nrI vm licitty n?niI'ienI es 


So lien ( (’’ea lures 

v Amllimir e-K VC I >hkc«Tiiii 11 ion(i 
* Miimhilury Anciluiar ID 
v Biometric or OTP (optionally tvilli IMN> hsiscd 
miUicntii-alion 

Me.vibfe autl las! info" ration with applicalion 
« Suitable lor iiwiivifimil, hu.sinexs and 
O'overnineui 
\ 1*1 Nuirse.rtj)(iui! rviiidel 
*•’ imrgriiy %viili a coinpieie autlif trail 

hunicdiale. ueslrueiinn of keys iifii.‘r nsajie 
—-— i y.. { . >'i<uaor a ml Kcv pr< Mention c f ) n ccr i i a. 


a,ul . SUC, T y ClUl y s ’« !l • Jii'orimifii.ui anywhere, anytime - cSign is an online service 

J;-e?•,?'?,£?!! T” l " :U ol ^°|' s !1 PP lii; f | lio)t servia: providers Die iuncl.iunality to authenticate 
. c nu„ and pvt lot tn the digutil signing ol documents using Andluiar e-KYC service. 

Padiitales legally valid signatures - cSign process involves consumer consent. Digital Signature 

■!'?? C " ai 7’’ Dlgl(al S, 8 na,urc clcnUmi and : >H'xing and’Digiiol Signature CertHicnle acceptance 

"r?t? fv? T P, 0 V,S:, 0 n Y? i ' ! nformi,tion Tcc hnolQBy Act. Il enforce, compliance, through. API 

- S' ;'? 1CU ‘! S,nS ni °? 01 AP!s and c °nipi'<iheiisive digital audit trail is established to con Firm 
the validity ol transactions,-are also, preserved. 

A-idlmr e 'k 10 im, ? n r" ' l’ mv ' c,es configurable authentication options in line -with 

n. T , , “ ; ' m ! a,SO rCCOul Aadl ““ r id 10 eerily the 'identities of signers. The signature 

Sni’d !!• V !nC ° r ' P a “j! ,enlic *. ,io " (optionally with PIN) through a regis.ercd mobile in-.the 
Si^mme sern?' g " * A,,dhaar holdm-nnxaay way to access legally valid Digital 

..upu.d" g pi iv.iey - eS’ign ensure the privacy of the consumer by submitting onl.y llic-.thumbprint.fhash) 
0 ; llic ducumeiU lortfigmiujrc Umclion iiislead’nT whole documuul? . 

sriii'nil • <, |' li,U i'ii *' -t< ' ? K ' c ' civ '“ t: ui governed hy e-anliienlicntion guidelines. While 

;,! ? ? ?? . ,s y rn ? oul Andhaar e-K VC, the signature on the document is carried 

service-smvi'lrr SU ?i'i )?!??•'pi'ovictcr. e.Sign services arc offered hy trusted third party 
holder nriv-ii'-l-f.? 1 ?' 1 Authority, to enhance the security and prevent misuse, certificate 

■one tim •• us'? " JlL CHvl1 011 illdvvi,le ^ Cwir '*y Modulo (l-ISM) and destroyed immediately after 




